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Gidi thiéu khéa SOC Tier 1
Khdéa SOC Tier 1 - Can ban cho Chuyén vién SOC (Security Operations Center)

Pay 1a khoa hoc nén tadng danh cho sinh vién va ngudi mai dinh hudng nghé nghiép
trong linh vuc Security Operations Center (SOC). Khda hoc kéo dai 40 gid (10 budi
trong 8 tuan) véi han 10 ndi dung thuc hanh chiém > 50% thdi luong dao tao.

No6i dung khda hoc khédng chi bao gém céc kién thic thiét yéu nhu nhan dién va phan
loai méi de doa, tinh bdo mang, SIEM, EDR/XDR, SOAR, ma con chu trong vao thuc
hanh qua cac lab thuc chién: t& cdu hinh Firewall, trién khai SIEM Elastic Security, dén
moé phong tan céng va phong thi bang DVWA, Metasploit hay NSM monitoring,..... trén
nén tang thiét bi thuc té két hop vaéi hé théng dang van hanh. Bén canh do, hoc vién
cling dudc tiép can tu duy quan tri rdi ro, tuadn thi (GRC) - mét k¥ ndng ngay cang quan
trong vai chuyén vién SOC.

Muc tiéu hudng dén cha khéa hoc:
Quan ly théng tin
tinh bao

v/ Cung cép kién thitc cadn ban vé SOC va vai tro TI

SOC Tier 1.

v Hiéu va thuc hanh cac ky thuat SOC: SIEM, EDR,

XDR, Threat Intel, SOAR. Giéina;fa::: - phg:i:‘i?igguvfuai
v N3m vitng céac loai méi de doa, phuong phap NSM EDR
phan loai, k¥ thuat phat hién va &ng pho.

v Thuc hanh lab v&i hé théng thiét bi nhu: Fire- cuzn g 18héng M cusn iy sukien W S2ntimmet
wall, SIEM Elastic Security, DVWA Attack, bao mét an ninh t3p trung
Metasploit, NSM monitoring... trén cdc nén tang VM

vat ly va 3o hdéa dang dugc van hanh.

v  Trang bi k¥ nadng thuc té&, s&n sang ddm nhan Quan |y canh bao Il Diu phsi va

an toan thong tin

cdng viéc SOC Tier 1 Analyst hodc Ky su bdo mat. SIRP
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Tai sao nén hoc SOC - Tier 1?

Khoa hoc nay sé dua hoc vién ti zero dén SOC Analyst tuyén dau, trang bi k¥ nang
thuc chién va kién thic nén tdng dé bat dau su nghiép trong Iinh vuc An ninh mang.

01 - Career Readiness (San sang nghé nghiép)

Kham pha xu hudng viéc lam trong nganh SOC, hiéu céng viéc
hang ngay cla SOC Tier 1 Analyst, va chudn bi hanh trang dé budc
vao Iinh vuc dang c6 nhu cdu nhan luc cao.

02 - Practical Upskill (Nang cap k¥ nang thuc chién)

Hoc vién dudc thuc hanh trén cac hé théng SOC thuc té, theo di
canh bédo, phan tich Log, nhan dién méi de doa, x( ly su c6 ban dau.
SU dung cong nghé SIEM, EDR/XDR, SOAR,.... TU do phat trién ky
nang phan tich va phan &ng An ninh Mang.

03 - Job Opportunities (Co hdi nghé nghiép rédng mdJ)

Nganh an ninh mang la linh vuc dang khat nhan luc, dac biét 3 vi tri
SOC Tier 1 Analyst. Sau khoéa hoc, ban cé thé ing tuyén vao cac vai
tro nhu: SOC Analyst Tier 1, Network Security Engineer hoac tiép
tuc phat trién lén SOC Tier 2, Tier 3, Incident Responder.

Vi sao chon hoc SOC - Tier 1tai ITLabThuDuc?

ITLabThuduc 1a don vi dao tao chuyén sau vé Network - System - Cybersecurity, vai
phuong phap lab thuc chién “Lab thuc - Viéc that” gilp hoc vién hoc di déi vai lam.
Nhtng uu diém néi trdi khi hoc vién chon hoc khda SOC Tierl tai tai ITLabThuduc gém:

Co thdi luong

thuc hanh > 50%
vdi thiét bj that,
tinh huéng

Giang vién la
cac chuyén gia
thuc thu, dang
lam viéc tai cac
doanh nghiép
va da cé ching

chi quéc té

Chat luong ludn Méi trudng hoc Pudgc hé tro
dugc ddm bao than thién, chu gidi thiéu cac

v3i s6 lugng trong thuc té co héi thuc tap,
khéng qua 5 hoc va thuc hanh viéc lam sau

thuc té vién cho méi I6p mdi khoa hoc
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Khéa hoc SOC Tier1 danh cho ddi tugng nao?

- Sinh vién nganh An toan théng tin, CNTT, Pién td - Vién théng tai cac trudng Pai hoc,
Cao dang.

- Ngudi mai bat dau su nghiép trong An ninh mang

- C4c ban chuyén vién da lam trong nganh IT (System, Network, Helpdesk) nhung muén
chuyén hudng sang SOC/ Security.

- Nhan su yéu thich Cybersecurity va muén xay dung 16 trinh nghé nghiép tu vi tri SOC
Analyst.

Yéu cau chuyén mdn can cé trudc khi tham gia khéa SOC Tierl

Weaponization Exploitation
T T

Command & Control
T

Recon Delivery

Cd ban vé mang

Mot chuyén vién Phan tich SOC can
cé su hiéu biét sau sdc vé giao thuc,
kién truc va thiét bi mang. Diéu nay
bao gém kién thic vé TCP/IP, DNS,
DHCP va céac giao thic dinh tuyén.

Céng nghé bao mat

Kién thdc vé cdng nghé bdo mat,
chdng han nhu tudng IUa, hé théng
phat hién xam nhap (IDS) va hé
théng quan ly théong tin va su kién
bdo mat (SIEM) , 13 rat quan trong
déi vai mot Nha phan tich SOC.

Ky nang giao tiép
Ky nang giao tiép hiéu qua 1a can
thiét dé Nha phan tich SOC c6 thé
phdi hdp véi nhiéu bén lién quan, bao
gbm kY su an ninh, ngudi tng phoé su
cd va nhom quan ly.

1 1
Installation Exfiltration

Kién thic vé hé diéu hanh
Can phai quen thudc véi nhiéu hé
diéu hanh khac nhau, bao gébm Win-
dows, Linux va Unix, dé phan tich
nhat ky hé théng va hiéu dugc tac
doéng cla cac méi de doa bdo mat.

K¥ nang phan tich va giai quyét van dé

Chuyén vién phan tich SOC can phan
tich khéi luong 16n dit liéu, xac dinh
cac mé hinh va khac phuc su c¢é lién
quan dén bao mat. K§ ndng phan tich
va gidi quyét van dé ving chac la
diéu can thiét cho vai tro nay.

Kién thitc vé Khung va Quy dinh An ninh

Su quen thudc véi cac khudn khéd
bdo mat, chdng han nhu Khudén khé
an ninh mang NIST va cac quy dinh,
chang han nhu HIPAA va PCI-DSS, 13
diéu quan trong déi véi mot Nha
phan tich SOC.
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Chi tiét néi dung chuong trinh hoc:

Thoi gian

. SOC definition
. SOC as service

02 budi

. Event, incident
. SIEM

. VA/VM

. EDR and XDR

. Threat Intel

. Soar, automate
-response

. Ticket System
(ITOM, ITSM,
CRM ..)

. External Attack
Surface
Management
(EASM)

04 budi

. Threats
classification

. Kill chain/MITRE
ATT&CK/TTP

. 10C

. Some popular
attacks definition:
malware,
ransomware, web,
unauthorized

04 budi
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No&i dung dao tao
Phan 1: SOC Overview

* Gidi thiéu phong SOC
» Nhitng vai tro, thuc tién, ly do, Igi ich
xay dung SOC
* Con ngudi, quy trinh, cébng nghé
* M6 hinh SOC as a service/MSSP
« Nhitng vai tro, thuc tién, ly do, Igi ich
va so sanh diém khac biét clia SOC as a
service/MSSP
¢ SOC-tier1-2-3
¢ SOC vs NOC
» Defense in depth - Phong thd da
I&p, theo chiéu sau
« NIST csf v2 - Khung tiéu chudn giam
sat & xU ly su ¢b an toan thong tin
Mitre att&ck framework
e Bach khoa toan thu ghi chép k¥
thuat tdn céng cla hacker

Phan 2: SOC technique

e Gigi thiéu vong ddi cla cac su kién
ATTT, cac loai su kién ATTT

» Thé ndo 1a su cd ATTT, céc loai su cb
ATTT

» Giadi phap SIEM: gidi thiéu, tinh nang,
cébng nghé 16i, mot s6 hang, platform va
xu hudng NG-SIEM/Cloud-SIEM

* Gidi phap VA/VM: gidi thiéu, tinh nang,
céng nghé 16i, mét s hang, platform

» Gidi phap EDR: gidi thiéu, tinh nang,
cébng nghé 16i, mot s6 hang, platform va
ma rong 1én XDR

» Gidi phap Threat Intel: gidi thiéu, tinh
nangi, moét sé hang, platform

» Gidi phap SOAR: gidi thiéu, tinh nangi,
mot s6& hang, platform va xu hudng
chuyén dich sang automate-response

» Gidi phap EASM: gidi thiéu, tinh nang,
cébng nghé 16i, moét sé hang, platform

Phan 3: Threats

* Gidi thiéu, phan loai cac méi de doa:
rdi ro, d6i tuong, anh hudng, nguyén
nhan...

e Gidi thiéu kill chain: Lock heel, MITRE
ATT&CK, ¢ing dung thuc tién, hiéu
chudi t&n cdHng va mapping hanh vi

» Trinh bay mot s6 dang tan cong kinh
dién: malware, ransomware, web attack,
unauthorized access - déi tugng, anh
hudng, nguyén nhan, rui ro, hanh vi, vét

- Thiét k& va cdu hinh Mang -
Hé théng CNTT doanh nghiép

- Tim hiéu vé windows audit
policy. Tim hiéu nhitng event
thuong gap cla windows
4625, 4624, 4776, 4688, ..,
sysmon, powershell

- Nhitng loai log co ban cula
linux (Ubuntu, Centos), dudng
dan luu tri cac loai log

- Lab SIEM Elastic-Securirty va
viét rule SIEM detect tdn céng
ca ban

- DVMA Attack lab

- Khai thac 16 hédng (VA) Lab

- Test t&n céng 2 loai theo danh
sach trong DVWA va lam Dash-
board, viét rule detect tan céng,
gidm sat cac test case

- Exploit 16 hdng va compromise
hé théng. Viét rule detect LFI, RFI
- Lab ta&n cong Network Exploit
bang Metasploit va quan sat log,
viét rule detect trén SIEM, gidm
sat bdo mat trén NSM
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Hinh thic hoc:

Thdi luong: 40 gid (10 budi trong 8 tudn)
Hinh thic: Part-time | Hoc Online théng qua nén tdng MS Teams | Lich hoc Thi 7 hoac

Chud Nhat hang tuan.
Gidng day: Truc tiép gidang day bdi k¥ su SOC & kY su bdo mat nhiéu kinh nghiém, két
hap ly thuyét & lab thuc chién.

Hoc phi:

Hinh thic dang ky O1 hoc vién

Nhém 2 hoc vién

Nhém 3-5 hoc vién

4.300.000 vnd/
O1 hoc vién

Muc hoc phi

4.085.000 vnd/

3.870.000 vnd/

O1 hoc vién O1 hoc vién

Cam nhan cda hoc vién tiéu biéu sau khéa hoc

“Qua khéa SOC Tier 1 em hiéu ré con
dudng nghé nghiép cda minh hon: khéng
chi ndm duoc kién thdc vé mang va hé
théng & muc sdu, ma con biét cach ung
dung dé tién xa hon trong linh vuc bdo
méat - cht khéng chi ding & bé ndéi cla
cac céng cu. Khoa hoc SOC Tierl con
trang bi cho em ky ndng tén céng cé kiém
sodt dé kiém tra va khang dinh hiéu qua
céc I6p phong thu; dé chinh 1a phan 'thuc
chién’ giip em thdy dugc diém manh,
diém yéu cia hé théng thay vi chi hoc
phong tht mét chiéu.”

Nguyén Trung Nguyén D2 BCVT)

I A
|
"Diéu em an tuong nhat & khéa SOC Tier
1 1d dugc truc tiép trai nghiém trén hé
théng va thiét bi thét nhu firewall, SIEM
va cac céng cu giam sat. Thay vi chi nghe
ly thuyét khé khan, em dudc thuc su nhap
vai mét SOC Analyst, quan sat canh bao,
phén tich log va xa ly tinh huéng ngay tai
lab. Nh& vy, du kha ndng hoc ly thuyét
cla em chua tét Idm, em van tiép thu rat
nhanh va hiéu sdu hon qua dé gidp em tu
tin dé theo dudi con dudng An ninh mang
chuyén nghiép”

Pinh Tuadn Dudng D22 (HVB

LIEN HE TU VAN & DANG KY HOC:
Hotline: 0833 052 299 . '

Email: support@itlabthuduc.com !
https://www.facebook.com/itlabthuduc
Website: ITLabThuduc.COM
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