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Vi sao ban nén hoc CCNA?

Ching chi CCNA (Cisco Certified Network Associate) 18 moét chiing chi nghé co ban vé
cong nghé mang do hdng Cisco Systems co tru s& déng tai My cap va dudc céng nhan
trén 150 nudc toan thé gidi. Theo mot nghién cliu cla tap chi Certification Magazine thi
CCNA dudc coi la chiing chi t6t nhat trong danh sach 10 chiing chi nghé nghiép hang
dau thé gidi.

Theo théng ké gan day nhat, hién Cisco chiém > 54% thi phan vé céng nghé va thiét bij
cUa ha tdng mang Internet, diéu dé cho thay khéng ai hiéu mang nhu Cisco. Viéc hoc va
thuc hanh céng nghé mang cla Cisco déng nghia ban da ndm dudc céng nghé mang
tién tién nhat hién nay.

Vé khéa hoc CCNA 20h tai ITLabThuduc

V38i phuong cham "Lab thuc - Viéc that”, khoa
hoc CCNA 20h tai ITLabThuduc dudc thiét ké gébm
20h thuc hanh + 20h |y thuyé&t hudng dén céac ban
hoc vién c6 mong muén ti€p can, ndm bat nhanh
nhat v3i cdc codng viéc thiét ké&, trién khai cdu hinh
mang trong thuc té vai chi phi hgp ly nhat.

Khdéa hoc dac biét phu hgp vdi cac ban sinh vién
chuyén nghanh can tich IGy kién thic va k¥ ndng
dé tim ki€m céng viéc trong linh vuc mang trudc
khi t6t nghiép hodc cdc ban co6 k& hoach hudng
dén thi chiing chi mang qudéc té& CCNA.

Khéa hoc CCNA 20h dudc xay dung hudng tdi gitip hoc vién cé cac kién thiic dap (ng
cac vi tri cong viéc:

- Ky su mang (Network Engineer)

- Quan tri hé théng (System Administrator)

- Chuyén vién bao mat mang (Network Security Specialist)

- IT Helpdesk nang cao

Vi sao nén chon hoc CCNA 20h tai ITLabThuduc?

Cé thdi luogng

Giang vién la Chat luong ludn Mai trudng hoc

thuc hanh > 50% cac chuyén gia dugc ddm bao than thién, chu
V3 thiét b that, thuc thy, dang v3i 6 Iudng trong thuc té
tinh hudng lam viéc tai cac khong qua 5 hoc va thuc hanh

Pudgc hd tro
gidi thiéu cac

cd hdi thuc tap,
viéc lam sau

doanh nghiép mbi khéa hoc

va da co ching
chi quéc té

thuc té vién cho mai Iép

W

ITLABTHUDUC www.ITLabThuduc.COM

LAB THUC - VIEC THAT



Hoc vién cua khéa hoc

- Sinh vién CNTT, Dién t& - Vién théng, An toan thong tin.
- Sinh vién, chuyén vién c6 yéu thich lam viéc trong linh vuc quan tri mang

Cac yéu cau trudc khi tham gia khéa hoc

1. C6 kha nang doc hiéu tai liéu tiéng Anh

2. C6 tinh tu hoc cao

NoOi dung chudong trinh CCNA 20h

- Ly thuyét: 20h (Hoc online/offline két hap)

- Thuc hanh: 20h (Offline tai phong lab)

1. Networking Fundamentals

The OSI and TCP/IP Models

The TCP/IP Application Layer

The TCP/IP Transport Layer

The TCP/IP Internet Layer

The TCP/IP Network Access Layer

Data Encapsulation Summary
Networking lcons

Networking Devices

Physical Layer

LAN Device Connection Guidelines
LANs and WANSs

Small Office/Home Office (SOHO)
Physical and Logical Topologies
Hierarchical Campus Designs

Switching Logic

Collision and Broadcast Domains

Frame Forwarding

Ethernet Overview

Accessing and Navigating the Cisco |OS
Basic Switch Configuration Commands
Half Duplex, Full Duplex, and Port Speed
Verifying Network Connectivity
Troubleshoot Interface and Cable Issues
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2. Network Access

VLAN Concepts

Trunking VLANSs

VLAN Configuration and Verification
Trunking Configuration and Verification
VLAN Troubleshooting

Trunking Troubleshooting

STP Concepts and Operation
STP Algorithm

STP Convergence

STP Varieties

Configuring and Verifying Varieties of STP

EtherChannel Operation
Benefits of EtherChannel
Implementation Restrictions
EtherChannel Protocols
Configuring EtherChannel
Verifying EtherChannel
Troubleshooting EtherChannel

Inter-VLAN Routing Concepts

Router on a Stick Configuration and Verification
Multilayer Switching Inter-VLAN Routing
Configuration and Verification

Wireless Standards
Wireless Topologies

AP Architectures

Wireless Security Protocols
Endpoint Security

Access Control

Port Security

LAN Threat Mitigatio

www.ITLabThuduc.COM




3. IP Address & Routing

IPv4 Address Introduction

IPv4 Classes

Private and Public IP Addressing
Subnetting (Class A, Class B & Class C)
VLSM Design

Overview and Benefits of IPv6
The IPv6 Protocol

IPv6 Address Types
Representing the IPv6 Address

Packet Forwarding

Routing Methods

Classifying Dynamic Routing Protocols
Dynamic Routing Metrics
Administrative Distance

Link-State Routing Protocol Features

Static and Default Routing Overview
IPv4 Static Route Configuration

Single-Area OSPF Operation
Single-Area OSPFv2 Configuration
Verifying OSPFv2

4. IP Services

DHCPv4

DHCPv4 Configuration Options
DHCP Troubleshooting

DNS Operation
Troubleshooting DNS

NAT Concepts
Configuring Static NAT
Verifying NAT
Troubleshooting NAT

SNMP Operation
Configuring SNMP
Verifying SNMP
Syslog
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5. Basic Network Security & Network Automation

ACL Operation

Planning to Use ACLs

Configuring Standard Numbered IPv4 ACLs
Configuring Extended Numbered IPv4 ACLs
Configuring Named IPv4 ACLs

Verifying IPv4 ACLs

Endpoint Security
Access Control

Port Security

LAN Threat Mitigation

Basic Firewall, IPS/IDS

Cloud Computing
Software-Defined Networking (SDN)

Data Formats
RESTful APIs
Configuration Management Tools

www.ITLabThuduc.COM




Hinh thic
dang ky

01
hoc vién

Nhém 2
hoc vién

Nhém 3-5
hoc vién

Pa hoc
tai ITL

Muc hoc phi

3.300.000 vnd/
O1 hoc vién

2.970.000 vnd/
O1 hoc vién

2.640.000 vnd/
O1 hoc vién

2.640.000 vnd/
O1 hoc vién

C3am nhan cla hoc vién tiéu biéu sau khéa hoc

"Em &n tuong vdi co s vat chat hién
dai va thiét bj that tai ITLabThuduc,
gitup em trai nghiém thuc té sat véi moi
trucdng doanh nghiép. V&i chi phi hop
ly, dé tiép cén vdi sinh vién. Cac bai lab
mé phdng tinh hudng thuc té do gidng
vién nhiéu kinh nghiém thiét ké g/up
em hiéu /y thuyét va rén ky nang xu
su c6, cdu hinh va trién khai ma

"Sau khi tham gia khoa hoc tai CCNA
20h em thdy tu tin hon rat nhiéu vé
cdc kién thdc mang. Béng thdi, em
cling d3 nam bat duoc 16 trinh phat
trién va cé dinh hudng cho céng viéc
trong tuong /ai.”

Pang Thanh Triéu K63 (PH GTV

Tran Xuan Quyét Tién

LIEN HE TU VAN & DANG KY HOC:
Hotline: 0833 052 299 ;

Email: support@itlabthuduc.com -
https://www.facebook. com/ltlabthuduc
Website: ITLabThuduc. COM
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